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1. INTRODUCTION

We are presently living in a world characterised by an increased complexity of fast-pace,
interconnected and interdependent systems, resulting in the need for society to better
manage the multi-dimensional risks (social, environmental, cultural, economic, political,
etc.) related to such systems. This in turn led to the increased development of RISK
MANAGEMENT, which is a multi-discipline that prospered in importance and gained
momentum in the 20" Century and is establishing a crucial role in the 21°' Century.
Linked to risk management is risk governance. According to the International Council of
Risk Governance (IRGC): ‘Governance refers to the actions, processes, traditions and
institutions by which authority is exercised and decisions are taken and implemented.
Risk governance applies the principles of good governance to the identification,
assessment, management and communication of risks. It incorporates such criteria as
accountability, participation and transparency within the procedures and structures by
which risk-related decisions are made and implemented.” The IRGC goes on to explain
that risk governance is of particular importance in, but not restricted to, situations where
there is no single authority to take a binding risk management decision but where
instead the nature of the risk requires the collaboration and co-ordination between a
range of different stakeholders [1].

There is an increasing need for the use of integrative approaches to the governance of
risk. In this light there are many and how risk-informed decision-making; a precautionary
approach; and a deliberative approach are all important aspects of risk governance.

The main steps of the risk governance have to give answers to issues as follows:
» Identify risk, which is of concern.
« Planthe process of risk evaluation and management.

» Define the scope, the parts involved in the process, the objectives of the evaluations
and actions involved by them.

» Define the uncertainty and boundaries in the decision process framework for each of
the activities.

« Perform risk analysis.
» Define the risk mitigation actions based on the risk analyses results.

Three approaches to support risk governance are evaluated in this report, with a more
detailed focus in RIDM:

1. Risk informed decision making (RIDM)

2. Precaution and risk reduction principle (PRECP)

3. Risk deliberation (DELIB)

There are some general features to those approaches as follows:

= Risk informed decision making is more based on quantitative assessments than the
other two.

1 ) , \What -is -risk- |



= The precaution and risk reduction approaches involve both qualitative principles and
more traditional risk assessment.

= The deliberative approach means that more of the risk governance philosophy is
given to lay people taking their concerns and values more into account.

Suggest ed general assunptions to be considered in
the report and concl usions - The generic features
of the approaches required to support risk
governance (RG indicate the expected
conpl enentarity of theDocvi ewd

I r application

* The present docunent will aimto show sone

i nsights on how the RIDM could fulfil its goals to
support RG. The presentation is done fromthe
perspective given by the conplenentarity principle
of met hods supporting RG.

* For this goal this docunent includes presentation
of the general basis for RIDM, possible applicable

nmet hod for RIDMand specific eval uation sanples are
al so included, as well|l as references and short

i nsights and conparisons with the other applicable
approaches (e.g. PRECP and DELIB)

* 1t will be considered that the RG context is set
up by the facts provided by the experts,

st akehol ders pressures groups and/or extensive
nmedi a cover age.

1.1 RIDM - SOME BASIC ISSUES AND GENERIC ASPECTS

RIDM is one possible approach to be integrated in the models related to risk
governance.

There is a connection between various notions as complex systems, risk and decision
making, for which a possible integrative view is proposed below. In short the view tries to
underline that the need to manage complex systems leads to the need to manage the
risks implied and/or generated by them. Furthermore, their management process needs
to be founded on specific tools.




1.1.1 Decision making process

Decision-making (DM) is considered to be a cognitive process leading to the selection of
a course of action among variations [2].

Every decision-making process produces a final choice. It can be:
an action or
an opinion.

It begins when we need to do something but we do not know yet what exactly. Decision-
making is therefore considered to be a reasoning process, which can be

rational or
irrational,
AND can be based on:
explicit assumptions or
tacit assumptions.

A decision process can be represented as in Figure 1

WHAT IS IT?

Decision Process

The process of generating and applying criteria fo select options from among seemingly equal alernatives,

HOM T D0 1T

Figure 1. Representation of the Decision Process [3]

Decision process implies the performance of a decision analysis. The term decision
analysis was initiated in [4]:

Decision analysis included in this view the following steps:
1. Graphical representation of decision analysis problems commonly use
i. influence diagrams and
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ii. decision trees.

Both of these tools represent the alternatives available to the decision maker, the
uncertainty they face and evaluation measures on how well they achieve their
objectives in the final outcome.

Uncertainties are represented through:
i. probabilities and
ii. probability distributions.

The decision maker's attitude to risk is represented by:
i. utility functions

ii. decision is considered by looking for an optimum between
conflicting objectives / utility functions

The evaluation of the utility functions and the calculation of optimum is made by
using multi-attribute functions.



1.1.2 Risk and complex systems

Risk is a characteristic of complex systems and it is related to complexity. Complex
Systems (CS) have some specific features as represented in table 1 [5,6,7,8,9]

Table 1. Features of Complex Systems (CS)

Complex Systems (CS) are systems with specific features

The system is characterized hy the fact that the interrelations hetween its elements/components create a synergetic effect,
1| which actually makes the system unique. The interactions are of short distance hetween elements or of long distance (in space
and time)

The existing relationships ina CS a defined hy the existence of feedhack loops, which results in a dynamic system structure,
with constant nonlinear interfaces,

3| CS are interacting with the environment, heing open to the exchange of energy and information.

o part of a CS can contain the whole and therefore no part can assure the control of the whole CS. This could lead to
4 | specific tools for controlling it, like for instance distributed control, hierarchical control and/or external to the CS unitary
control. However

('8 elements are S themselves and are highly adaptive, which introduces another difficulty in the choice of the modelling
toals.

(8 have a historical hysteresis characteristic, in the sense that they have a history and that leads to an effect known as “the
hutterfly effect”, i.e. a small change in time and space will impact on the future history of the whole CS or to a completely

6 | different component that the one that had the initial change. However, even if the interrelations of the components are
nonlinear they comply with the cause and effects law m this specific manner,

The concept of linearity and nonlinearity apply to the models defined for CS and it is one of the important modelling issues.

(8 have houndaries difficult to define, which has a high irpact on the content of their models and their own changing

dynamics and flexhility,

There is a special category of CS called Complex Apoietic Systems (CAS), having the
main features as described in Table 2 [5,6,7,8,9].

A Complex Apoietic Systems (CAS) is defined as being CS subjected to a process
called autopoiesis [10]. Autopoiesis means "self-production” (self-creation or production)
and expresses a fundamental complementarity between structure and function. An
autopoietic machine is a machine organized (defined as a unity) as a network of
processes of production (transformation and destruction) of components which:

through their interactions and transformations continuously regenerate and
realize the network of processes (relations) that produced them;



and constitute it (the machine) as a concrete unity in space in which they (the
components) exist by specifying the topological domain of its realization as such
a network.

Table 2. The features of Complex Apoietic Systems (CAS)

Complex Apofetic Systems (CAS)
were infrodiced by the works of (Maturana 1930)
Thay have the specific features addifionally to the generic CS ones, someatimeas refining the generic C8
Jfeatures. CAS are systems, forwhich an autopoictic mechanism can be defined, leading to the system
possibility nof only to self regulate, bt also fo recreqie ifself, as follows

1 | The system boundaries have to be clearly defined at any moment in time

» | The system has to have components, being themselves CS

3 | The cause — effect law interactions have to be operable.

4 | The system boundaries have to be self produced by the system, as well as

s | The system components

The rest of the components should be also be able for most of them to be self
¢ | produced by the system

The performance of CAS autopoiesis is done by coevolution. Coevolution is being
performed at three levels for each system:

(Bio) Physical level — at the level of the physical part of the system components
and structure

(Bio) Social level — at the level of the system interface with society and other
system defined as environment

Mythico-social level — at the level of concept, objectives and general
philosophical interpretation of the CAS issues

The management of CAS involves the management of risks and decisions based on
consideration of risks.

A possible view on risk and CS/ CAS is shown in [5-9], where risk is considered as a
specific feature describing CS/CAS.



The first recommendati on of issues to be nentioned for the
RG and RIDM interface is that:

RIDM could be a preferred approach when the evaluation is
aimng at achieving its goals and objectives for various
actors and at various |evels of the CAS:

Regul at or s/ deci si on nakers
i ndustry
general public

due to the fact that RIDM hierarchical evaluation is
totally fit to RG goal s and obj ecti ves.

RIDM is conplying with one of the nost inportant aspects of
RG related to the interface on the public issues. Its

hi erarchi cal and structured approach assunes by default the
fact that the feedback between the three levels is assured
by:

| ncr easi ng openness
Public participation and transparency

RIDM is also capable of nmanaging the nmain factors
preventing the achievenent of openness, participation and
transparency, which have to be dealt with, i.e.

I ncreasing conplexity of today’'s society
Conpl exity of decision processes and the

Conpl exity of the underlying factual basis

1.1.3 Risk analysis and decision making

RIDM may be performed for systems as defined above using a toolbox of methods as
represented in Figure 2.
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Figure 2. Methods possible to used for RIDM [9]

The methods presented in Figure 2 can be used with strengths and weaknesses for
various type of Quantitative Risk analyses (QRA) or Probabilistic Risk Analyses (PRA).

However the present report will focus on the suggestion to use for RIDM specific tasks a
specific type of probabilistic approaches, as amended in various works [5,6,7,8,9]. These
analyses are used increasingly in the last period of time as a tool to support decision
making processes. There are some reasons for which this type of methods can be the
preferred ones, of which the most important are as follows:

1.

The method may be easily used as a support for decision-making process for CS
with interdependencies.

The expected answers can be evaluated in both in qualitative and quantitative
format and with more details not as a general recommendation / direction only

The method is a systematic tool, which is fit for complex systems and with a very
well defined and verified procedural set of principles and methods in some
complex technical applications

The method has the potential to adapt to more tasks than performed now, by
including more decision-making areas into the existing framework.

The method can be verified and validated and use with high confidence for a
given set of boundary conditions and very well defined and known limitations.

The apparent complicated aspect can be managed rather easily and actually
dependent on the resolution o the model (subsystems, components modules
etc).

The solutions can be provided in the format from Figure 3, which makes them an
important tool for the support of the decision makers. The results are able, as it
can be seen from the figure, to support answers and suggestions to the decision

10



makers on various type of questions, related not only to risk ranking, but also to
the credibility of the results and limits of the evaluations.

CRITERIAICPTIONS RANKING
1 Criterion 1 = Cost
2 Criterion 2 = Uncertainty
3 Criterion 3 = Probability
4 Criterion 4 = Rigk
TOTAL

Figure 3. QRA/PRA supported inputs for the decision makers for ranking options

The method is in line with the latest common understanding and reaction in human
society to aim at making decisions with low or no risk, which are expected to give
answers with less and/or measurable and traceable uncertainty. From his perspective
DM process is part of learning about, building and managing CS as models for the real
systems existing in the real world, described in a high degree from the decision makers
point of view by the risk taken for a given option.

The second reconmendati on on the Risk-CS-DM interface

* DM process, which considers as an information source the

aspects related to risk inpact of a certain option
chosen, is a RIDM process.

* Based on the features descri bed above the net hod
QRA/PRA can be considered a suitable tool for the
eval uati on of risks and support to the decision naking
process QRA/PRA is considered a triple S nethod [5;11], i.e.
it is:

Systematic

Structured

System ¢

11




1.2 PRECP - SOME GENERIC ASPECTS

The precautionary principle is used when there are possible serious risks with large
scientific uncertainty [15]. If there are threats of serious or irreversible damage, lack of
full scientific certainty would lead to the consideration of highly possibility for high risks
due to the need to take cost-effective measures in order to prevent environmental
degradation.

This approach usually leads to an opposition to the industry wanting to introduce a new
technology from the groups using the precautionary principle as an argument for a
moratorium until more is known about uncertain risks.

1.3 DELIB - SOME GENERIC ASPECTS [12]

Motivations for a participatory deliberative approach to issues connected to technology
and risk is captured by a the three-fold approach making distinction between

normative,

instrumental and

substantive rationales .
This approach actually means that

« A normative rationale is based on the idea that all citizens have a right to take
part in decisions that affect them, and benefits emphasised are empowerment of
citizens, equality and social justice. According to this view broader participatory
processes are good in themselves.

* An instrumental motivation is based on the idea that the involvement of citizens
may lead to increased trust and acceptance, the benefits emphasises are
connected to the expected results such as the elimination or mitigation of
conflicts and expressed mistrust

« The type of risk issues, which require public deliberation is defined by the
rationales for public involvement.

2. METHODOLOGY OF RIDM USED FOR RG

In the context of achieving good risk governance it is important to review that a set of
goals, objectives, model and methods are reached by RIDM from risk governance
perspective. This part will review systematically all those aspects

12



2.1 RIDM - SOME ELEMENTS ON ITS HISTORY

Though QRA/PRA have been used extensively in the past, it was usually limited to a
variety of applications for some specific areas as for instance in nuclear and with some
important modifications in aerospace and chemical industry.

The evaluation of the experience of the use of QRA/PRA indicates on the strengths and
limits of the method.

From this perspective of applicability of the methods if we use for the evaluation a space
of two features for the CS/CAS analyzed (credibility in assumed conservatism and
credibility in uncertainty of the results), then the existing tools, which are split into
deterministic and probabilistic categories, can be considered suitable for some specific
areas. In this case the existing experience in some areas of CS like for instance in the
nuclear field leads to the picture illustrated in Figure 4 [7]. These results are in line with
the summary of the RIDM issues in the nuclear field as described in [11].

Crodiblig n assumed
consinvaliio

Condiviy i Uncarany
fesulty

Figure 4. Areas of applicability of deterministic vs. probabilistic analyses

The results of QRA/PRA are then used to support decision makers to evaluate which is
the best option to choose from a set of various options possible. QRA/PRA with special
modules added for the interface with the decision makers allows also the consideration
of the uncertainties and assumptions of each of the options.

13
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Figure 5. The use of QRA / PRA in the DM process

The process of the interface between the QRA/PRA results after being prepared for the
decision making process and the DM process itself then are as represented in Figure 5

The third recomendati on on the use of QRA/PRA i s:

The use of various tools of QRA/PRA type, which are amended
for the interface with DMprocess is considered highly
desirabl e fromthe perspective of having a set of tools and
results presented with the consideration of their
uncertainty (credibility) and a clear traceable and easy to
nodify |ist of assunptions.

14



2.2 RIDM - SOME IMPORTANT METHODOLOGICAL DETAILS

2.2.1 RIDM and Risk Governance (RG) goals and objectives

RG is related to hierarchical structured complex systems, which is the model type used
for RIDM models. CAS can be represented like a hierarchical system on three level [13]
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Figure 6. Example of a structure of a CAS model

The model of such a CAS is a hierarchical system. The use of risk like models and
methods is based on the existing theories of the complex infrastructures, integrating
many diverse aspects, like safety and security. In addition security of supply could be
also added as a new supplementary objective function using similar models and
methods, provided that the risk aspects are of interest for the objectives of such CAS.

From this perspective CAS can be considered as a three level system, for which the risk
is the norm of the departure from optimum and the levels are related to three diverse
“actors” united by the whole process:

* Regulators
* Public
e Industry.

In general it can be considered that a CAS model implies the building a sigma algebra
for a risk model defined by the components and relationships between the components
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of that CAS [5;6;7;8;9] In this case for this structure a norm may be defined, and the
norm used is usually called risk.

This approach allows to model various type of interfaces and elements (technical,
economical and sociopolitical) On the other side the model is developed on levels and it
is expected that the optimum on risk norm for the whole model is reached in in the best
stable solutions when the optimum is reached at each level. Practically the QRA/PRA
adaptation to such an extended approach implies some refined logical connectors
between the elements and a fast traceable software to perform the calculations of the
possible scenarios [5;6]. The solutions of optimization for objective functions complying
with a Pareto type of limit [5;6] is of type A (without considering uncertainty of results) or
of type B (by considering the uncertainty results) as represented in Figure 7. For bi
dimensional the curves are noted with index 1 and for a three dimensional
representation they are noted with index 2.

Bfefe

BI

Figure 7. Sample of optimized risk curves for a typical CAS [5;6]

The forth recommendation has to be nentioned also at this
step: The use QRA/PRA type, which are anended for the

interface wwth DM process , is considered preferable due to
the fact that it is able to assure the follow ng
features:

* The inmportant contribution to the final conclusions of
conparing contributors to risk of societal aspects, in all
nmet hods used for conpari son.

* The hi gher contribution of both security type of
chal l enges (with and wi thout barriers designed) by
conparison with the internal safety aspects of a given
energy source.
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* A very high potential for conparisons and better decision
maki ng support for nore than one energy source reviewed if
a CAS level 2 and 3 is anal yzed.

* The versatility of the unique CAS levels 1, 2, 3 node
for nmore than one energy source for on-line (living
mul ti pl e energy source and safety-security nodel in an

i ntegrated uni que nodel ) operation. This feature is
extrenely useful for the use of the nmethod to support
deci si on- maki ng.

* Very good possibilities of connecting the nodel with
ext ended external risk rel ated databases for on-1line
support to deci si on-nmaki ng process, a process which could
be defined as “Living PRAfor a CAS systeni.

* Securing the energy supply has becone very high on the

gl obal political agenda. DM is faced with nultiple

i nt erconnected, interdependent, conplex, divergent and
conpeting factors that need to be nonitored and assessed in
order to practice good governance in the security of energy
supply arena. To assist themin this task, systematic

nmet hods are needed that is capable of addressing nulti-
criteria decision-mnmaking for conplex systens, such as the
ener gy supply network.

2.2.2 RIDM specific methods
RIDM could used various tools as shown in Figure 2.

SES RISK is one specific tool developed based on and as part of QRA/PRA methods
group used for some specific applications and some type of CAS, of which the
evaluation of energy security is one of them, as shown in [14]

2.2.2.1 SES RISK - Goals and Objectives

SES Risk is a method that aims to capture the complexities encountered in the energy
supply system by providing an integrated risk analyses approach, also accommodating
multi-criteria decision making tools to assist decision-makers by providing a set of
ranked risks and related uncertainties for the prioritization of options.

An initial low-resolution pilot model (SES-RISK) results proved that there are no
fundamental modelling problems for the development and use of the method. SES RISK
is able to support decisions on security of energy supply issues. In this respect it is:

i. A systematic tool to evaluate the impact on risk of various challenges to complex
systems, like energy chains and networks
ii. A method capable to address multi-criteria decision-making

17




A method based on a model o the energy systems, which consider the fact that
these systems have a high degree of interconnectivity, complexity, need to
address divergent and competing objective functions
A method able to comply with a set of requirements as follows:
a. Interconnections between various subsystems to be modeled in such a
manner so that and they can be identified and detailed,
b. The level of detail can be adapted to the existing information and
considered in the results, due to the flexibility of the method,
c. There should be a method to identify uncertainties and a possibility of
fast, traceable and flexible extensive uncertainty and sensitivity studies

2.2.2.2 SES RISK - Basis and Model aspects

SES Risk is based on definition of the CS and risk as presented in the previous
paragraphs. The model is based on a generalized format of PRA (Figures 8 and 9), as
already implemented in some applications. This approach on the model for a system of
systems as one could consider the object of the security of energy supply task, allows

us:

VI

Vil.

To model complex systems and systems of systems with interdependencies

To derive results and answers to the decision makers questions in qualitative
and/or quantitative format and with details not only with suggestions for further
actions

To perform systematic traceable analyses, able to be modified if assumptions are
changed

To evaluate the uncertainty of the analysis, including the modelling uncertainty
induced by various assumptions

To perform extended fast and user friendly sensitivity analyses

To perform analyses for various level of information available and with diverse
databases (from numerical to expert judgment)

If Risk is used in the sense of a parameter combining both probability of
occurrence of an event and the impact produced by it, then this approach can
provide the results in both quantitative and qualitative manner with the evaluation
of uncertainty.

o Wi
Maodel represented ina || P ses® || .: . = ﬁl:'\-llh i
Model represented in || P objectives M || SRR
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Figure 8. Representation of a 3 level CAS as used in SES RISK.
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Figure 9. General representation of a PRA model and its metrics

The implementation of the above mentioned approaches assume that the energy
systems, which are subject to a given security of energy supply problem (SESP) can be
represented as in Figures 10 and 11.
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Figure 10 General representation of a SESP model
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Figure 11 General representation of a SESP subsystems

In order to build a SES-RISK model, various groups of assumptions are made related to:

interconnections between energy sources, grids and their sub-systems,

assumptions about initial conditions (raw material self-sufficiency, supply/demand
ratio, scale, etc.)

assumptions about acceptability criteria (endstates) for energy sources and grids,
sub-systems of each energy source and grid

success criteria

binning (grouping) rules for security of energy supply criteria.

In particular, it is assumed that there are three interconnected energy sources, which in
turn, are linked to an energy raw material input grid (e.g. gas pipeline system) and to an
energy customers’ output grid (e.g. electricity). The three energy sources and grids are
modelled as being composed of technical, economical and socio-political sub-systems
(barriers) that are able to cope with technical, economical and socio-political challenges

2.2.2.3 SES RISK - Method and Implementation aspects

The method is defined by a series of calculations grouped into 5 steps:

STEP1.: Definition of the initial conditions

STEP2: MAIN FLOW of the end states calculations

STEP3: OBTAINING RESULTS from RiskSpectrum with the combination of
events, which could lead to various end states for each energy system and grid
and also to transition end states up to reaching the phase of final survivability
states and definition of the objective functions groups.
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= STEP4: POST PROCESSING MODEL RESULTS in which the results obtained
with RiskSpectrum are prepared for decision-making type of tables for the end
states calculated at the previous step.

= STEPS: INTERFACE WITH USERS AND REFORMULATION OF RESULTS

AND RANKING. Restart of new iterations if needed and performance of
extensive sensitivity analyses.

In order to perform these steps a series of assumptions are needed. They can be
grouped into the following categories of assumptions on:

1. Interconnections between energy sources, grids and their sub-systems,
2. Initial conditions

a. raw material self-sufficiency,
b. supply/demand ratio,
c. scale etc.
3. Acceptability criteria (end states) for
a. energy sources and grids,
b. sub-systems of each energy source and grid,
4. Success criteria in the scenarios and in the systemskub-systems behaviour
5. Binning rules for the definition of combination of states at each modelling level
and for the transfer from one stage to another.

The main flow path of the method is represented in Figure 12.

Figure 12 Schematic representation of the SES RISK flow path
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The analysis is started by defining the conditions of the SESP before a given challenge
had occurred. The list of possible groups of such initial conditions is shown in table 1.

Table 3. Initial Conditions Groups

GCO — normal

GC1 — low disturbance

GC2 — medium disturbance
GC3 - high disturbance

The analysis continues with the building of the scenarios describing the SESP and
failure trees of subsystems as identified initially. For each energy source and grid a set
of end states are defined for all the challenges (technical, economical, terrorist and
socio-political). They are defined and combined based on the adopted assumptions as
mentioned before. A sample of such end states for each energy source and grid is
shown in Figure 13. Figure 14 shows a representation of the interdependency matrix for
those end states. This interdependency matrix is the basis for further combinations an
grouping of the end states at intermediate level by using approach of the type shown in
Figure 15 and 16. Scenarios are developed for the whole model and for each subsystem
in order to analyse the model response to various perturbations (challenges -technical or
social or economical etc.).
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Figure 13. Sample of end states for energy sources and grids
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End States Correlation Matrix + Binning Rules

11 12 T3 E0 £t £2 £3 SP0 SPt SP2 SRS

T 1 0 0 Max + 0 0 Max + 0 0
T2 T2 0 Max ] + 0 Max 0 + 0
T3 T3 Max 0 0 + Max 0 0 +
E0 E0 Max Max Max Max Max Max Max
£ = X X Max + X s
£2 £2 X Max X + s
£3 Symmetric 3 Max X + X
SPO SP0 Max Max Max
SP1 SP1 X X
SP2 SP2 X
SP3 SP3

Figure 14. Sample of end states for energy sources and grids interdependency matrix

The use of a computer code to combine the scenarios assures a fast and traceable
calculation with possibility to friendly user interface and fast evaluations of any changes.

In order to define the survivability criteria a set of categories can be adopted (being also
a possible subject for any further sensitivity calculations), which group them into larger
groups defining the degree of the survivability of the whole set of systems composing the
SESP. A sample representation of those survivability categories is shown in Figures 15
and 16.

s

Subgroup short Short Description of General Survivability Group

ISES 555) 4l

SURV.TO T Suwwahﬂ!ly w"h. Technical aspects challenged - Low impact leading to Minor follow
up corrective actions needed
Survivability with Technical aspects challenged - Medium impact leading to Some

SURV-T1 T ; AR
important follow up corrective actions needed

SURV.T?2 Survivability with Technical aspects challenged - High impact leading to Major follow

up comective actions needed

Survivability with Socio Economical or Public Interface aspects challenged - Low
SURV-ESPO E0 : ; : AR
impact leading to Minor follow up corrective actions needed

SURVESP1 Bl Survivability with Socio Economical or Public Interface aspects challenged - Medium
/ impact leading to Some important follow up corrective actions needed

SURV.ESP? Survivahility with Socio Economical or Public Interface aspects challenged - High

impact leading to Major follow up corective actions needed

Figure 15. Sample of survivability categories for energy sources
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Based on the results for each end states of energy sources, and survivability criteria at
various levels, a set of calculation can be done to indicate the best groups of actions
suggested to the decision makers in order to decrease the risks in a SESP case for a
given challenge

S ¥ (Fanarm| SsEuSn;if;:iTilgc
Survivability Short Description of General Subreu
Group Survivability Group Comh!i]natif;n
EES=Rsa [Birming)
TO
Survivability Very Low Impact leading to ED
SURV D no significant follow up corrective
actions needed E1
™
2

Survivability Small Impact leading to
Minor follow up corrective actions
needed

Survivability High Impact leading to
Major follow up corrective actions
needed

Figure 16. Sample of general survivability categories for SESP

. The actions groups are binned into the following categories:

= NCO - Actions required leading to no change of objectives

= CO1 - Actions required leading to mild change of objectives

= CO2 - Actions required leading to important change of objectives

= TCO - Actions required leading to total/fundamental change of objectives

2.2.2.4 SES RISK - Results for Specific case of Security of Energy Supply

For a given case calculation the RIDM type of results are presented in a form illustrated
in Figure 17.
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Figure 17. Sample of results for a SES RISK evaluation before post-processing
for the presentation to the decision makers.

The results include information on the ranking based on risk and uncertainty in
calculation of various components of the CAS evaluated (in this case the security of
energy supply specific test case). The hierarchy provides information on the decisions
suggested in various options to the decision makers and/or feedback loops from public
or other actors of the CAS model.

Final post-processing of the results could lead to representation in the formats as in

Figure 18 and/or Table 4.
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Figure 18. Sample final results to be submitted to the decision makers
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Table 4. Options proposed to the decision makers for a given SES model

No

Sample 1 of & chosen challenge from the list identdied on a high ranking and sugzested actions for the decision makers

Challenge consists in & medium as intensity but fim public resction to the energy source | - & potential dominant one over the energy
cockial ina given pre-challenge tegional situation with average but manageable problems. The reaction appears while the energy source is
oncycle | phast (RED and pilot testing)

The dominant mechanisms leading to a possibilty that the energy steategy will not survive as designed for this phase (RED) ate given by 2
combined fadure of the second a5 importance energy source mechanisms assumed to cope with medium economic and soriopobiicel
challenges 5 a sesult of this challenge. The result consist in & sifuation of potential danger for the secunity of energy supply o this cycle
phase dus o impossibiity to readapt to the stiustion without major readjustments

The adpstments to the systems requires mednum impact reformulation of the syslem objectives and can be achieved of the energy source has
its support assured socially politieally and economically and the raw material grids to the new system and the energy distrbution grids have
approved and backed strategies. However sinee this decision stralegy is of bigh uncertainty ot this phase without sensitiity caleulations,
could be that the decision maker will prefer to take action of medium tmpact on the whole problem bt with bigher degres of certainty, as for
instance trying to have the financing mechanisms for the source | tests avalable even if there is some public reactions to &t and also by
putting more pressure from techrucal side so the to assure improving of the technical planvung of the tests s the new technical or terronst
challeniges to this soutce will not totally compromise the project and get it into the worst state of a need to change the whole strategy

The model provides the sesults of the challenges o a significant degree of uncertainty, which implies that further sensitivity analysis is
needed 1o decrease . If a strategy of & less impact elements fixing 15 chosen as shown sbove at 3, then a higher cerdainty of the results is
avalable o this phase without more senstivity andyses. However of the second approach will be adopted then the comection should be
expected of less impact
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The Fifth recomendati on based on the experience for using
SES RISK as a QRA/PRA nethod to perform RIDM t asks

The goal of wusing the tool in order to derive
recommendations to support RG process by adequate
anal yses and also by adequate conmunication to the
deci sion makers can be fully support ed.

The object/situation nodelled (the type of CAS
analysed) — in this case it is security of energy
supply - is actually inposing the type of tools to be
used. The tool has to be adequate to the CAS nodell ed.
SESRISK , which is QRA/PRA type of approaches is

adequate for SES npodel i ng.

There are specific benefits in possibility to evaluate
not only risk r anki ng but al so uncertainty
calcul ations and periodical fast and traceable review
for many sensitivity calculations given by the use of
QRA/PRA type of calculations for specific CAS
consisting of conponents nodelling technical and
scientific facets / relationships, as well as economc
and soci al aspects.

QRA/PRA type of analyses <can conply wth the
requi rement inposed for CAS systens of conplex type
during their use as RIDM tools.
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3. RIDM - SAMPLES OF APPLICATIONS FOR RG
EVALUATION

Other results confirmed also some of the recommendations presented so far. For
instance in [16] the importance of actors in RG and the specifics of RIDM for various
actors are also concluded.

As it was shown before RIDM use for security of energy supply can provide a set of
important recommendations on specific aspects in which RIDM might be considered with
priority in a complementary RG process.

On the other hand on going work on PRECP and DELIB {11;14] indicate on specifics for
some CAS applications for those approaches.

Based on the situation mentioned above it is expected that a summary comparative
review of specifics of using all three approaches (see Table 5) in the evaluation of three

different CAS (as defined in Table 6) will indicate on more specific recommendations
expected to detail the aspects of the complementary use in the RG process.

Table 5. Approaches used in a comparative evaluation of test cases defined in table6.

Acceptance is dependent on the existence of a deliberation process for
DELIB the objective functions. Risks could be accepted/ assumed as a result of
deliberations

Acceptance is expected because the decision is taken top down in a very
PRECP conservative manner. The risks could he accepted / assumed as a result
of legal actions

Acceptance is expected based on evaluation of objective functions and
RIDM : ; : , . ;
various approahes in evaluation of risks for various actors perspectives
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Table 6. CAS cases used for the evaluation to support RG process

Highly controversial and emotional issue specially from public
perspective. No risks accepted by public, no common agreement GHMO
hetween the other two actors and sigificant diffculties to evaluate
risk or other value functions

Case A

No major controversy on the issue and possile reach of acceptance
Case B for all actors but in a local area / country and no major diffculties to Mobile Phones
evaluate risk or other value functions

Agreement on some - safety /risk related aspects of the issue but
Case C possile problems in the implementation for all actors on the globe SES
and no prohlems to evaluate risk or other value functions

Results of the evaluation of cases A, B and C using RIDM, PRECP and DELIB lead to
some conclusions, which have to be mentioned:

1.

For a given combination of actors in the evaluation (Public-P, Industry-I and
Government-G) the applicability of an approach depends in a high degree on
the CAS evaluated (case A, B or C). If an approach is used for a CAS
considered of a lower ranking from the point of view of applicability of the
method then one should expect systematic biased results and
conclusions/recommendations to be included in RG should consider this
aspect. The conclusions on applicability could be made based on a process
considering as many and diverse opinions as considered to be relevant for a
statistics and/or decision theory based trusted statement. However the
evaluation should consider also point 2 below.
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Table 7. Applicability of various approaches to the cases from Table 6

Model/method Code Pl
DeliberationAransparency-accountahbility DELIB Medium
Precautionary Principle PRECP Medium Medium
Risk informed decision making. RIDM Medium

Legend to Table 7

Medium
applicablity

Hgh applicablity Low applicability

For different combinations of actors (as shown in Table 7 and Figures 19 and
20) the ranking on importance from risk point of view of various cases is
different due to an apparent bias on the method induced by the combination
of actors using it. This confirms and refines the “user effect” of a given
approach mentioned in point 1.
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Figure 19. Ranking of the importance of risk issues for the cases A, B and C as
evaluated with various approaches and for different combinations of actors
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Figure 20. Ranking of the importance of risk issues for the cases A, B and C as
evaluated for the participation of all actors using all three approaches (DELIB, PRECP
and RIDM)
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The Sixth recommendati on based on the experience for the
use of RIDM, PRECP and DELIB for RG

The use of a given approach in RG process is dependent in a
very high degree on the “case type effect” neaning that
typical CAS require typical approaches in order to get |ess
and/or with a control bias evaluation

The use of a given approach in RG is dependent on a “user
effect” nmeaning that the induced systematic distorsions in
the results depend on the users and they have to be known
and conplied wth as part of t he RG process.

4. RIDM — SOME CONCLUDING REMARKS

On the topic of the use of RIDM in RG process the present document assumed a priori
and tried to demonstrate the details of the implications and conditions to exist for such
assumption that the generic features of any approach required to support RG indicate
on the expected complementarity of all of them.

From this perspective the present document had the goal to show some insights on how
the RIDM could fulfil its task to support RG. The presentation of the general basis for

RIDM, possible applicable method for RIDM and specific evaluation samples are
included in order to detail the complementarity aspects.

Based on the review performed in the document the following recommendations related
to specific aspects of complementarity of methods used by RG were underlined as
follows:

4.1 On the issues related to the RIDM —RG interface

a. RIDM could be a preferred approach when the evaluation is aiming at
achieving its goals and objectives for various actors and at various levels of the
CAS

i) Regulators decision makers
i) Industry
iii) General public

due to the fact that RIDM hierarchical evaluation is totally fit to RG goals and
objectives

b. RIDM is complying with one of the most important aspects of RG related to the
interface on the public issues. Its hierarchical and structured approach
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4.2 On

assumes by default the fact that the feedback between the three levels is
assured by:

i) Increasing openness
i) Public participation and transparency

RIDM is also capable to mange the main factors preventing the reach of
openness and participation and transparency which have to be dealt with

i) Increasing complexity of today’s society
ii) Complexity of decision processes and the
iif) Complexity of the underlying factual basis

the Risk-CS-DM interface

DM process, which considers as an information source the aspects related to
risk impact of a certain option chosen, is a RIDM process

Based on the features described above the method QRA/PRA can be
considered a suitable tool for the evaluation of risks and support to the decision
making process QRA/PRA is considered a triple S method:

i) Systematic
i) Structured

iil) Systemic

4.3 On the use of various tools of QRA/PRA type, which are
amended for the interface with DM process:
it is considered highly desirable from the perspective of having a set of tools

and results presented with the consideration of their uncertainty (credibility) and a
clear traceable and easy to modify list of assumptions

4.4 On the use QRA/PRA type, which are amended for the
interface with DM process SES RISK:
is considered preferable due to the fact that it is able to assure the following

features:

a. The important contribution to the final conclusions of comparing contributors to
risk of societal aspects, in all methods used for comparison.

b. The higher contribution of both security type of challenges (with and without
barriers designed) by comparison with the internal safety aspects of a given
energy source.

c. A very high potential for comparisons and better decision-making support for

more than one energy source reviewed if a CAS level2 and 3 is analyzed.
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d. The versatility of the unique CAS levels 1, 2, 3 model for more than one energy
source for on-line (living multiple energy source and safety-security model in an
integrated unique model) operation. This feature is extremely useful for the use
of the method to support decision-making.

e. Very good possibilities of connecting the model with extended external risk
related databases for on-line support to decision-making process, a process,
which could be defined as “Living PRA for a CAS system”.

f. Security the energy supply has become very high on the global political
agenda. DM is faced with multiple interconnected, interdependent, complex,
divergent and competing factors that need to be monitored and assessed in
order to practice good governance in the security of energy supply arena. To

assist them in this task, systematic methods are needed that is capable of
addressing multi-criteria decision-making for complex systems, such as the

energy supply network.

4.5 On the experience for using SES RISK as a QRA/PRA method
to perform RIDM tasks

a. The goal of using the tool in order to derive recommendations to support RG
process by adequate analyses and also by adequate communication to the
decision makers can be fully supported.

b. The object/situation modelled (the type of CAS analysed) — in this case it is
security of energy supply - is actually imposing the type of tools to be used.
The tool has to be adequate to the CAS modelled. SESRISK, which is a
QRA/PRA type of approach, is adequate for SES modelling.

c. There are specific benefits in possibility to evaluate not only risk ranking but
also uncertainty calculations and periodical fast and traceable review for many

sensitivity calculations given by the use of QRA/PRA type of calculations for
specific CAS consisting of components modelling technical and scientific facets

/ relationships, as well as economic and social aspects.

d. QRA/PRA type of analyses can comply with the requirement imposed for CAS
systems of complex type during their use as RIDM tools

4.6 On the experience for the use of RIDM, PRECP and DELIB for
RG

a. The use of a given approach in RG process is dependent in a very high degree
on the “case type effect” meaning that typical CAS require typical approaches
in order to get less and/or with a control bias evaluation

b. The use of a given approach in RG is dependent on a “user effect” meaning
that the induced systematic distorsions in the results depend on the users and
they have to be known and complied with as part of the RG process.
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4.7 On the risk modeling beliefs and myths

The demonstration performed so far in this document on CS/CAS, risk and related to it
methods as for instance RIDM, as well as the impact on RIDM, is actually bound by a
set of highly possible and expected systematic errors in modeling and building methods
for those models, while discussing on risk and complex systems. Some results indicated
on the need for high awareness on those systematic biases and the need to be prepared
to implement actions to deal with systematic errors and paradoxes in the scientific quest
of trying to model and evaluate risks [5;8;9].

a. From this perspective not any model for CAS would be able to avoid
systematic errors. It is suggested [5] to target a model for CAS and risk
induced by a CAS, which complies with the following set of rules:

)

The model has to be developed on a basis of risk as a multiple yet
convergent in a 3+1 hierarchical system, where 1 indicates the feedback
loop.

The risk measures have to be defined with various norms: classical,
considering uncertainty etc

Implementation of meaningful use of the risk notion for decisions has to be
based not only on risk-benefit approach, but also on considering various
goals adopted by various partners

The risk theory has to be based on developing a model on the hierarchical
system norm approach

A set of rules has to be defined for the use of model by various categories
of users

The objective and subjective models have to be defined in the model in a
non conflicting method

vii) Scenarios with catastrophic failure of the whole theory behind the base line

of the model have to be considered and defined.

b. In mirror and correlated with the requests for a model able to cope with
systematic errors the methods used for risk analysis should be able:

To be systemic, systematic and structured

To be able to define structures of dynamic cybernetic interrelations
between components with random character of challenges combined with
intentional challenges and to solve nonlinear dynamic models, by defining
what linearity means for a CAS

To define the system as a whole, as being a result of the synergetic
interfaces of its components and to define also the CAS interface with the
environment

To have a solution for the system control (like for instance distributed
control, hierarchical control and/or external to the CS unitary control) and
system management based on predefined objectives, as for instance
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energy/substance balance or risk impact. Definition of objective functions
for CAS like energy balance, information balance, system safety or
security, system risk metrics etc. is very important and needs tested and/or
testable methods directly or by benchmark exercises.

v) To have a model and adequate method to solve the specifics of the cause—
effect issue for a CAS, which is an aspect connected in its turn to others
like definition of linearity, uncertainty and system structure modeling.

vi) To be able to develop models and methods, which are dynamic themselves
and with high flexibility in defining initial and boundary conditions.

Another issue to be mentioned is that it was assumed that a certain reasoning
type of process was used. In various ways directly or indirectly the present
scientific reasoning is based (as least for the CS/CAS quest as formulated so
far) on the cartezian approach [16]. An illustration of this approach as it results
from [16 is shown in Figure 21.

Goals and criteria
Goal of Kknowledge — formulate judzments (True & Fundamented) on Objects
Objects =targets for which knowledge is undisputable & real

Criteria for sound knowledge = get ovwn infunition of the Objects

The Tool is defined by the rules
The tool is the Wiethod

Tool features are to Organize & Develop Gradually Increased Complexity
Hierarchy of the Objecis - GICHO

Complexity Level Criteria (CLOC) derivation process:
= Define what is Simple = the reference CLg

> Define the departure from L, of Other Objects ACL=CL — CL,

Evaluate Completeness of knowledze

Evaluate all the objects in their interaction (synergetic mode)
Conditions for a successful method — knowledge as a process (EKP)

The application of the NWiethod has a Necessary and Sufficient condition
- The existence of an Intuitive unnderstanding of each Object. at all levels

The KPP has to start from CL, (Low Complexity Objects — L.C,) and get
confirmation that it can be undersiocod (by Intuition 7 Mlumination) by the Subject

Subject improves itself by practicing on L.Cg

Results of KPP

Subject has to use all WMIIND tools to achieve Knowledze

= R easoning
= Immacination
> Senses

> DMemory

In order to
> Perceive TCLO by Intuitiomn
= Build Knowledge pieces starting from L.OC

Figure 21. Representation of the Cartesian scientific approach as per [16]
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One of the comments on the remarkable features of this method we would suggest to
pay a special attention for further review are Rules R10 and R11 indicating on an aspect
less commented on our knowledge on Cartesian method, related to the role of feedback
confirmation loop attributed to the use of all mind tools in order to achieve knowledge (
which actually validate the role of integrative mind modeling approaches for all the types
of methods).

That would be one of the first modern wonderful invitation to complementarity in all
scientific quests, which was actually the same governing idea of this document.

d. However if the systematic modeling and methodological biases related to
CS/CAS and risks are not avoidable (which is usually the case) then there is a
set of beliefs and myths in this science of complex systems and related to it
theory of risk, one could expect:

i) Generic myths as induced by scientific development [18]

a) MyS1 Hypotheses become theories which become laws

b) MyS2 Hypothesis is an educated guess

c) MyS3 A general and universal scientific method exists

d) MyS4 Evidence accumulated carefully will result in sure knowledge
e) MyS5 Science and its methods provide absolute proof

f) MyS6 Science is procedural more than creative

g) MyS7 Science and methods can answer all questions

h) MyS8 Scientists are particularly objective

i) MyS9 Experiments are the principle route to scientific knowledge

i)  MyS10 All work in science is reviewed to keep the process honest

i) Generic myths as induced by risk modelling [19]

a) MyR1 “Risk” must have a single, well-defined meaning.

b) MyR2 The severity of risks should be judged according to probability
weighted averages of the severity of their outcomes.

c) MyR3 Decisions on risk should be made by weighing total risks against
total benefits.

d) MyR4 Decisions on risk should be taken by experts rather than by
laymen.

e) MyR5 Riskreducing measures in all different sectors of society should
be decided according to the same standards.
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f) MyR6 Risk assessments should be based only on well-established
scientific facts.

g) MyR7 If there is a serious risk, then scientists will find it if they look for
it.

In order to manage those sets of paradoxes generated by the beliefs and myths
above mentioned one possible approach is to manage the gap between truth
values of statements and the paradoxes as generated, as illustrated in Figure 22
[5] in an attempt to take decisions with known and/or manageable errors.

Believes Search

Paradox NMonitor

Figure 22 A proposed approach for the management of systematic bias of models in CS/CAS
[5;8]

For specific cases a series of paradoxes and approaches to cope with them in CS/CAS
were identified so far [5;8;9] and they are presented in Appendlx 1
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Appendix 1 to RIDM and RG — Sample of paradoxes in some CS/CAS and proposed
solutions to manage them

Scenario A - Knowledge - science and not only

P T f
Bael 154 :

T B AT T A

Essmoepim Fan o

Figure A1.1 Knowledge and the myths generated by it Figure A1.2  Non linearity of knowledge — time connections
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Table A1.1

Sample of CAS modeling phases and main paradoxes

Main characteristic of

Main governing

Main features of the interface

Bh the principle of a of governing principle, Main characteristic of the Phases in CAS Risk
3¢l Phases in science given paradoxes modeling
evolution phase and believes
An isomorphism exists
between the mythical thinking
i in lldentify and use the unique source for the
1 Define the need P1 An unique s P1 | fy a
source general and the scientific risk theory of CAS
thinking acting to solve
Paradoxes
lInstinctive impulse exists to
Basic science [oring the issues to a duality in
) ) features as a i i Adopt a dual approach (risk-objective
2 [Clarify the differences [P2  |qual defining the truth, applicable |, : _ .
criteria and methods for its lfunctions) to describe the issues of CAS
Approach evaluation and value of
results
Creating the new in science
Creation of new |has a triple facets in order to
in science
_ try to overpass the dual [Develop a method with triple facets
3 Develop main tools P3 |governed by a [approach of the basics and  [P3
triple way look approach for users

approach

for the third option, starting
from paradoxes




Check the stability of

Durability of a
theory shown

Continue quest from phase 3
and check the science

Test the model on durability/stability to

unsolved yet issues

need to reach

the existing paradoxes in a

P4 P4
the theories as robustness |robustness on the embedded IParadoxes
to paradoxes |in it paradoxes
Each historical
stage is an . . .
, . . . lidentify the believes behind .
lidentify main believes PS5 engine the paradoxes identified in pE |ldentify the model development stages and
reventing evolution owered b . otential believes leading to paradoxes
P 9 ﬁ]tuition an%l previous phases P glop
believes
. : Clarify and refine the value of : .
Refine and increase - Eor ?m{) theor¥ | the acquired set of o6 [Define the value functions for the use of the
as to be usefu
Usefulness Knowledge model CAS
, Support the need for creating
SgSirllsgr(]j?E: o the new with merged tools in
Attempt to merge tools [P7  [Absolute the attempt to make a p7 [Merge deterministic-probabilistic approaches
i in the model
and relative synthesis of those ones
knowledae appearing as fundamentally
g opposed
Hierarchy and
fﬁé%?i(;i [Manage the gained corpus of
Manage the built up  |P8  structures knowledge in consolidation [ IDevelop the self regulating tools for
involve the of the tools and results management of the model itself
need for obtained so far.
IManagement
Attempt to SOIVe the P9 |rrepressib|e Start Systematic Cha”enge Of P9 IReaCh the knOWIGdge Ievel Of ﬁrst itel‘ation

and proceed to the next review spiral




and expand the object

perfection as a |[final attempt to eliminate them
cause for from the built up achieved

restarting and clean the corpus of

the whole cycle [knowledge.

Table A1.2

Sample of CAS risk modeling and related to it possible systematic biases induced by generic science or specific risk

modeling myths

[Main
characteristic of

CAS Risk
modeling

the Phases in[Main paradox

Risk Myths

General-science Myths

|Identify and use
the unique source

The evaluation of CAS risk leads to the need for a
unique theory based on the assumption that there is

MyR1"Risk”

mus

MyS7 Science and

. ; = =~ “fhave a single,
P1 for the risk theorya unique source to describe. However the unificationg /"4 0o methods can answer all

of CAS atempts lead to the reality that there are different meaning guestions

possible approaches for the same CAS I '
Adopt a  dualThe models and methods consider both the .
p o g MyR6 Riski

approach (risk{deterministic and the probabilistic approaches as assessments MyS5 Science and its

P2 objective functions)jdescribing corectly CAS. However they exclude each] o - ™ ™ o dmethods provide absolute

issues of CAS

to describe thdother in some areas as for instance the need for

confidence possible to be obtained from
deterministic reasonning and the uncertainty induced

only on
established

well-

proof




by the probabilistic reasoning. In this way by merging|scientific facts.
two methods to get more clarity and confidence we
can get in some CAS more uncertainty and
vagueness

MyR2 The severity

N N ... Jof risks should be
The combination of deterministic and probabilistic 0 .
Develop a methoo"approaches implies allocation of subjective weights udged accordingIMyS3 A general and

with triple facets : : : o probabilityjuniversal scientific method
approach for users toﬂi?g:: ngligeirgﬁntuc;rﬂt;iginggtrgn\:sggble’ which weighted averagesjexists

J 9 of the severity of
their outcomes.

Sensitivity and uncertainty analyses - model
benchmarking checks the stability d the model to
paradoxes. However the testing generates an
acceptance of the initial paradigms of the model and
methods by any cross check performed in order to
see how stable the model is to paradoxes, because
any theory can be verified with another tool subject
in its turn to paradoxes.

MyRx V&V by
benchmarking and
eedback fromMyS4 Evidence
operation arejaccumulated carefully will

sufficient evidencejresult in sure knowledge
o prove validity of
a model

Test the model on
durability/stability
to paradoxes

Identify the model

development Stages follow in principle one after another but it isf]MyR7 If there is aMyS2 Hypothesis is an

not mandatory and assuming a smooth transition|serious risk, thenleducated guess AND

St(;itg?]fial beIie?/re]g rom one phase to another creates the paradox of|scientists will find|MyS9 Experiments are the]

I% adin o unexplainable breaks appearing every time alit if they look for[principle route to scientific
9 undamental change happens it. knowledge

paradoxes

Define the value[Value function depends on actors, cases etc and[MYR 3 Decisions
unctions for theldefining a value functions creates a limitation not[on risk should bej\ysg Scientists  arg
use of the modellintended for CAS by the initial goal to get a global sefmade bYlparticularly objective

CAS of values \ eighing _ total
risks against total




benefits.

MyR5 Risk-
[Merge Merging deterministic and probabilistic models lead :ﬁg;gﬂ%s in all
deterministic- o the intent to have certainty on uncertain by defaulq . MyS10 All work in science
b, o . different  sectors| :
P7 probabilistic phenomena (probabilistic ones) and viceversa for . is reviewed to keep the
. e R . . . of society should
approaches in theldeterministic ones which is in conflict with the intent be decidedProcess honest
model of merging to eliminate contradictins .
according to the
same standards.
Develon the sel Management of risk model leads to need to freezeflMyR4 Decisions
re ulatirr)1 tools fo he model and/or change it in controlled steps and |on risk should beMyS 6  Science g
P8 9 9 procedural manner, which couls actually generatejtaken by experts[procedural more  than
management of the . X .
model itself he validation by procedures of all the systematicrather than bycreative
assumtions and errors. laymen.
Reach the|The restart of the process is done in the same steps|MyR7 If there is a
knowledge level oflafter the accumulation of the paradoxes makingjserious risk, then|]MyS1 Hypotheses become
P9 irst iteration andfimpossible use of the theory assuming hat evolution|scientists will findftheories which become
proceed to the nextlcould give a solution, while it is clear that a revolutionfit if they look forflaws
review spiral could give it it.
Table A1.3 Sample of CAS modeling and paradoxes
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Main

L. PARADOXES
characteristic

Unknown/Unformulated
assumptions leading to paradoxes

Phase |CODE Jof the Phases
in  CAS  Riskl\ain paradox IMain paradox-short JRisk Myths General-science
modeling Myths
The evaluation of
CAS risk leads to the
need for a unique
_ theory based on the
iﬂgntlfy anfnigjg ;Szuml?éfg ;gitrége{g CAS_ Unique source--JMyR1"Risk” _must'MyS? Science and|
1 P1 source for thefdescribe. However>umt"fW _ theory—jhave  a single methods can
risk theory offthe unification>MUIt'pIe diverse risk eII-d_eflned answer all
CAS attempts lead to the facets to model meaning. guestions
reality that there are
different possible
approaches for the)
same CAS
The models and
methods consider
both the deterministicjDeterministic VS
and the probabilisticjprobabilistic
Adopt a dualfapproaches asprImpossible that onlyjMyR6 Risk
approach (riskydescribing correctlyjone will cover CASjassessments MyS5 Science
> o objective CAS. However theyfrisk -—->Do we havefshould be basedland its methods
functions) tofexclude each other infto  accept theoryfonly on  well|provide absolute
describe thejsome areas as forjpbased on "Contrariajestablished proof
issues of CAS  [Jinstance the need for|non contradictoriafscientific facts.
confidence possiblejsed complement
to be obtained from|sunt?" N.Bohr
deterministic
reasoning




probabilistic d?gﬁgg:ﬁ';}éc MyR2 The severity
Develop approaches impliesg roaches need of risks should be'M S3 A general
method withfallocation _ Of"I\F/)Ire)zta - Logic" to judged accordingar?d ur?iversal
P3 triple facetsfsubjective weights to ~ombine them -—t© probability] scientific method
approach forja given judgement on SThe third face eighted averagesexists
s om0 oo e om nsia D Sete o
alues on gualitativethe theory and ne '
q level is required
statements
Sensitivity and
uncertainty analyses
- model|Detailed list 0
benchmarking assumptions lead to
checks the stability offparadigms - g/leyrs:)éma\rllﬁx ar?é’
the model to|>Paradigms hel 9 .
Test the model paradoxes. Howeverfouilding feedback fromMyS4 Evidence
P4 on _._khe testing generates|systematically modelsfoPeraton arejaccumulated
durability/stability ._Jsufficient evidence|carefully will result
to paradoxes an acceptance of thep—> create systematicg " .- validity offin sure knowledge
P initial paradigms oflerrors---> Checkoff 2 P del (Godel 9
the model andimodel robustnes 3} model (Godel's
methods by anyjgets into its reverse eorem)
Cross checklaction
performed in order to
see how stable
Identify the modellstages  follow inj]Set of CAS ris ~ |MyS2 Hypothesis
jdevelopment principle one afterjparadigms---> MyR7 If there is afis™ an ‘educated
P5 stages _ andlanother but it is not Isomorphism from set}S€rous “S‘_(’ _ther_1 guess AND MyS9
potential believesimandatory andlof  believes  --->fscientists will find ilExperiments  “are
leading toJassuming a smooth|Decision to know thefif they look for it.  fthe principle route
paradoxes transition from onejunformulated to scientific
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phase to another
creates the paradox
of unexplainable
breaks  appearing
every time al
fundamental change
happens

assumptions leads to
assertions assumed
true

knowledge

P6

Value function
depends on actors,

Define value function

cases etc and
Define the valuejdefining a valug
functions for thejfunctions creates a
use of the modellimitation not
CAS intended for CAS by
the initial goal to get
a global set of
values

for clarification offMyR 3 Decisions
CAS risk model----
Leads to limitationsjmade by weighing
not intended for CASjtotal risks against
while setting up theftotal benefits.
initial goal

on risk should be|MyS8

Scientists
are particularly
objective

P7

Merging
deterministic and
probabilistic models|Merge
lead to the intent tofapproaches

two
MyR5 Risk

Merge have certainty on

deterministic-

probabilistic phenomena

deterministic -

uncertain by default|probabilistic to get a

better tool ----> The

(probabilistic  ones)fresult is a tool with

reducing measures
in all different
sectors of society

should be decided

approaches in the

model and viceversa fordifficult to evaluate]

deterministic  ones|degree of assuring
hich is in conflictithe certainty level
ith the intent offexpected by users
merging to eliminate

contradictions

according to the
same standards.

IMyS10 All work in
science is
reviewed to keep
the process honest
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Management of risk
model leads to need

to freeze the model Ty to solve theor

and/or change it in Tk? erglng ';?ne: er?al
Devel th | controlled steps and|. n,/,_ 9 MyR4  Decisions|
evelop the se procedural manner, ISSues =managementl,, risk should belMyS 6 Science is
regulating  toolsy . of theory — -----
P8 ’ which could actuallyIIn duces more aken by expertsjprocedural more]
or managemen generate the . rather than Dbyjthan creative
of the model itself alidation byuncertalntles and laymen
Iprocedures of all the!{ﬁzds 0 Worsenl?rﬁtizfl
systematic ! "
assumptions and uncontrolled " phase
ferrors.
The restart of the
process is done in
the same steps after
Reach the :Ei accumﬂ?;ggxgsfggﬁ‘ectiontelr;id to K
knowledge level . P : MyR7 If there is a|MyS1 Hypotheses
: : - ~Imaking impossiblejset of paadoxes} . . :
of first iteration , serious risk, thenlbecome theories
P9 and proceed tof->° of the theorylmaking unusable the scientists will find ifwhich become|
fthe npext reviewf2>Suming hafresults > Newge 1ok forit.  [laws
spiral evolution could givelreviews and cycle y '

a solution, while it isfare needed
clear that al
revolution could give
it
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Table Al.4 Sample of CAS modeling summary of issues, paradoxes and actions suggested to manage them

Phase

CODE

Main
characteristic
the Phases
CAS
modeling

of
in
Risk

SUMMARY OF ISSUES AND KEY WORDS/ACTIONS

[PARADOX

BELIEF

CTION TAKEN IN THE
INVESTIGATED CASES
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Model DIVERSITY off
objective functions for CAS
metrics and use

It is assumed that there
is a unigue definitio
for risk and the ris

Unique source modelled

Identify and use with integrated method

the unique source

Pl for the risk theo Ie'ads' to thg '_need toscience has an uniqueHlERARCHY for s
of CAS diversify  definitions o and unitary approach t structure looking fon
objective functions give all the answers O.PTIMU.M at each
Hierarchical level
Deterministic versug|it is assumed that the
probabilistic  approachesjwell establishedThe APPLICABILITY]
Adopt a  dualfas complementaryjscientific facts showing/AREAS of deterministic
approach (riskqapproaches seem to copelboth random data andfand probabilistic parts in
P2 objective functions)jwith the dual features of|deterministic datathe CAS model and in the
to describe the]CAS risk models, but theirjused in a scientifiqdecision module to be
issues of CAS use creates paradoxes iffimanner could providgCLEARLY defined and
the applicability for each oflsupport for certitude bylused
them is not defined using risk assessments
Combine deterministic and
probabilistic by  using|it is assumed that i
weights in judgements onfthe case of ris
random variableslanalyses a scientifi LLJS%BI CL\\I&JMERICE[AL and
generates numericallmethod of universa unctions — as
[Pevelop a methodp, o ot which credibilityjuse exists to evaluatefSWITCHES and
P3 with triple facets . ; f risks b CONNECTORS  between
approach for users depends on asolutlop notiseverity Of Tisks the deterministic  and
at the level of simplejudging them accordin robabilistic part of CAS
combination between thejto their probability and|P del d thp' tri
two type offthe outcomes/damages|"C¢€!S and their MEtrics.
data(deterministic and|produced
probabilistic)
Test the model onjTest the model in order tofit is assumed that by|Use SPECIAL sensitivity
P4 durability/stability tojcheck its  stability —afjusing carefully chosenfanalyses phase to define

paradoxes paradoxes identified up tofexperience and modelfthe sensitivity to
this phase, which results infresults one can derivgunseen/not clearly
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a closed logic loop offobjective resultgformulated assumptions
defining the referencelproving the validity ofembedded in the model
case while remaining inJresults for the givenbased on their reflection in

the limits of the model|CAS model the paradoxes. In the

itself. screening process of those
issues use DIVERSE
methods not included so faf
in CAS model

Even if in principle

specific CAS model could
be in one of the ning
stages and even if they|lt is assumed that byjPerform a full inventory of

Identify the model foIIovx_/ each oth_er, theirjusing educated|identified PARADOXES. in
I development duration, intensity andguess_es _ andCAS model and the_z possible
degree of challenge of thelexperiments scientistsBELIVES generating them
P5 stages | bell an OIparadoxes at each phaselcan find and evaluatefin order to have a better
%ggméa € |eves dn‘fer from one CAS type tgany significant risk duefunderstanding of the CAS
paradoxes another the causalto the obijectivity andlmodel bias and DEFINE the
approach of identificationjother specific features|CAS REFERRENCE model
of the believes behind the|of science. or further analysis
paradoxes for each phase
leads to challenges to the
cause-effect approach
_ ) It is assumed thatlldentify the rules for the)
The CAS model is built forlyased on the objectivitylpost-processing ~ of  risk
Define the valud® 9iven set of objectivelof science and thelanalyses results in order to
- functions  for theliunctions and the metricSlapproach  in risfpe used in the decision

CAS

include risk, which usually
is not one of the intended

use of the modefo! this model is expected tdanalyses to evaluatejmaking process, by defining

risks against benefits

the place and desirability for

the results could bejthe user of RISK
goals for the user used as such in|INFORMED DECISION
decision makingMAKING - a module to be




process

added to the actual results
from risk analyses for CAS
models

It is assumed that by

using a scientific
method,  which s
Merging deterministic andlhonest and objective
probabilistic models lead toqand by using risK

the intent to have certaintyjreducing measures in

The merging action of
deterministic and
probabilistic approaches in

model itself

Merge on uncertain by defaultfall sectors of societyCAS sk del id
deterministic- phenomena  (probabilistici(any type of CAS{>" 2 arllnsie q mobes e:n

P7 probabilistic ones) and certainjmodel) the combinedlMPRcE)VED set of LyOGICAL
approaches in thephenomena asjuse of weel proven construction of the
model deterministic ones leads tojtools in all science of| .

) . ) .~ [formulations of results and
conclusions havingjanalysis / deterministic modules meraina the two
problems of logicjand synthesis 2poroaches ging
consistency probabilistic PP

approaches i assuring
success in CAS
modeling.
Management of risk mode _
leads tollt is assumed that
manageria|/procedura| science is morejCheck the
requlating tools forjuncertainty in  the real creative (at least forlCAS model without risk
P8 management of theJprocess of CAS evaluation Jthis type of activity) andimanagerial actions
However this action is in[the decisionsjconsidered and INCLUDE

itself creating newfthemselves have to be

systematic ~ assumptionsjmade by trained staff
and errors and island scientists

their potential distortion into
the model

shadowing the ones
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accumulated up to this
phase

P9

Reach the

It

is assumed
science is
based on laws which

The completion of a CAS|appear

knowledge level of

first iteration andlimplementation reveal the
proceed to the nexffneed to restart the process

review spiral

nine cycle phases and its|transformation off
hypotheses

theories, which become
laws and forany CAS in
this case if there will be

for a better theory

a

realrisk

that
evolving
by the

into

then the

scientists will find it

there is always a need tog

Restart the cycle of
modeling even if there is no
user request for it since

have full coherent answers
to ALL PARADOXES
encountered, even if they
seem of no interest for the
user and/or scientific
community.
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